
RCHUB: JOURNAL OF COMPUTATIONAL INTELLIGENCE SCIENCE AND ENGINEERING (JCISE) 

VOL: 2, ISSUE 1, JANUARY-MARCH 2026 

RCHUB PUBLISHER  

ISSN: 3107-8168 

DOI: https://doi.org/10.65725/JCISE/2/1/002 

 

16 
 

An Intelligent IoT-Based System for Real-Time Monitoring and Predictive 

Analytics 

1H MD IRFAN, 2S KUMARESAN, 3V BEVINA SARLIN, 4A MARIAM 
1,2,3,4 Assistant Professor, Department of Data Science,  

Sacred Heart College (Autonomous), Tirupattur 
1md31irfan@gmail.com, ORCID: 0009-0003-0891-9599 

2kumaresansiva29@gmail.com 
3sarlinvbevina@gmail.com 

4mariam2002abdullah@gmail.com 

Abstract 

The rapid advancement of Internet of Things (IoT) technologies has enabled continuous real-

time monitoring across various domains, yet the effective utilization of the generated data for 

predictive decision-making remains a challenge. This paper presents an intelligent IoT-

based system for real-time monitoring and predictive analytics that integrates distributed 

sensor networks, edge computing, and machine learning techniques to deliver proactive and 

data-driven insights. 

The proposed system continuously collects heterogeneous data from IoT sensors and 

performs real-time preprocessing at the edge layer to reduce latency and network overhead. 

Predictive analytics models, including time-series forecasting and supervised machine 

learning algorithms, are employed to analyze both streaming and historical data for trend 

detection, anomaly identification, and future state prediction. The architecture is designed to 

ensure scalability, reliability, and data security while supporting seamless integration with 

cloud-based analytics platforms. 

Experimental evaluation shows that the proposed system achieves higher prediction accuracy 

and faster response times compared to conventional cloud-centric IoT monitoring 

frameworks. By enabling early warnings and intelligent decision support, the system 

enhances operational efficiency and reliability. The proposed framework is adaptable to a 

wide range of applications, including smart cities, healthcare monitoring, industrial 

automation, and environmental surveillance, making it a robust solution for next-generation 

intelligent monitoring systems. 
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1. Introduction 

The Internet of Things (IoT) has emerged as a key enabling technology for real-time 

monitoring by facilitating continuous data collection from distributed sensor networks. IoT-

based monitoring systems are increasingly adopted in applications such as smart cities, 

healthcare, industrial automation, and environmental surveillance, where timely data analysis 

is critical for effective decision-making. 

 

However, most existing IoT monitoring frameworks are predominantly reactive, focusing on 

data visualization and rule-based alerts using centralized cloud processing. Such approaches 

often suffer from high latency, network congestion, and limited scalability, particularly in 

time-sensitive and large-scale deployments. Furthermore, the lack of predictive intelligence 

restricts the ability of these systems to anticipate future events or detect anomalies at an early 

stage, thereby limiting their effectiveness in proactive decision support. 

Recent advancements in machine learning and predictive analytics have demonstrated 

significant potential for enhancing IoT systems by enabling forecasting, trend analysis, and 

anomaly detection based on historical and real-time data. Nevertheless, integrating predictive 

models into IoT environments introduces challenges related to real-time data processing, 

computational overhead, and efficient data transmission. 

To overcome these limitations, this paper proposes an intelligent IoT-based system for real-

time monitoring and predictive analytics that integrates IoT sensors, edge computing, and 

machine learning techniques. The proposed architecture performs data preprocessing at the 

edge layer to reduce latency and bandwidth usage, while predictive analytics models are 

deployed in the cloud to support accurate forecasting and early warning mechanisms. This 

hybrid approach improves system responsiveness, scalability, and reliability, making it 

suitable for real-time and resource-constrained environments. 

The proposed system is designed to be adaptable across multiple application domains and 

provides a scalable foundation for next-generation intelligent monitoring solutions 

 

1.1Problem Statement 

Traditional IoT monitoring systems primarily focus on real-time data collection and 

visualization, relying heavily on cloud-based processing. These approaches suffer from high 

latency, network congestion, limited scalability, and lack of predictive intelligence. 
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Moreover, most existing systems provide reactive responses rather than proactive insights, 

making them unsuitable for time-critical applications. There is a pressing need for an 

intelligent IoT framework that can process data in real time, predict future conditions, and 

support timely decision-making. 

 

1.2 Research Objectives 

1. To design an intelligent IoT-based architecture for real-time data acquisition and 

monitoring. 

2. To integrate edge computing for low-latency data preprocessing and efficient resource 

utilization. 

3. To develop predictive analytics models for trend forecasting and anomaly detection. 

4. To evaluate system performance in terms of prediction accuracy, response time, and 

reliability. 

5. To ensure scalability, security, and adaptability across multiple application domains 

6.  

2. Related Works 

IoT-based monitoring systems have received significant research attention over the past 

decade due to their capability to enable remote sensing and real-time data acquisition across 

diverse domains. Early works primarily focused on the design and deployment of IoT sensor 

networks for data collection and visualization, with most systems relying on cloud platforms 

for storage and processing [1]. While these frameworks provide basic monitoring 

functionalities, they often exhibit limitations in terms of latency, bandwidth consumption, and 

scalability. 

To overcome latency and network overhead issues, recent research has incorporated edge and 

fog computing paradigms into IoT architectures. These distributed computing approaches 

enable data preprocessing closer to the data source, reducing communication delays and 

enhancing system efficiency [2, 3]. Several studies demonstrate that edge-assisted IoT 

architectures improve real-time responsiveness compared to traditional cloud-centric systems, 

particularly in time-critical applications such as industrial control and smart traffic 

management. 

In parallel, the integration of machine learning with IoT systems has been explored to enable 

predictive capabilities. Works in predictive maintenance employ supervised learning models 
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on IoT sensor data to detect equipment degradation and forecast failures [4]. Similarly, time-

series forecasting techniques have been used for environmental parameter prediction in smart 

agriculture and urban air quality monitoring [5, 6]. These approaches illustrate the benefit of 

predictive analytics in enhancing situational awareness and proactive decision-making. 

However, a majority of existing solutions still treat monitoring and prediction as separate 

stages, often requiring extensive manual feature engineering and offline model training. 

Moreover, few studies address the challenge of real-time predictive analytics within resource-

constrained IoT environments that combine edge preprocessing with adaptive machine 

learning models. 

The present work builds upon these lines of research by proposing an integrated architecture 

that combines real-time IoT data acquisition, edge data preprocessing, and cloud-based 

predictive analytics to deliver scalable, low-latency, and intelligent monitoring suitable for 

diverse application scenarios. 

 

3. Proposed Methodology 

The proposed methodology presents an intelligent IoT-based framework that integrates real-

time data acquisition, edge-level preprocessing, and cloud-based predictive analytics to 

enable proactive monitoring and decision support. The overall workflow of the system is 

illustrated through a layered and modular approach. 

 

Figure1: Flow Diagram of proposed work 
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3.1 Data Acquisition 

The system employs a network of heterogeneous IoT sensors to continuously collect real-

time data related to environmental, operational, or physiological parameters, depending on 

the application domain. The sensed data are transmitted using lightweight communication 

protocols such as MQTT or HTTP to ensure reliable and low-latency data transfer. 

3.2 Edge-Level Data Preprocessing 

To minimize communication overhead and response time, initial data preprocessing is 

performed at the edge layer. This includes noise removal, data normalization, missing value 

handling, and basic feature extraction. By processing data closer to the source, the system 

reduces bandwidth consumption and enables faster preliminary analysis. 

3.3 Data Storage and Management 

Preprocessed data are securely transmitted to the cloud layer, where they are stored in a 

scalable database for long-term analysis. Both historical and real-time streaming data are 

maintained to support predictive model training and evaluation. 

3.4 Predictive Analytics Module 

Machine learning-based predictive models are trained using historical sensor data to identify 

patterns, detect anomalies, and forecast future states. Depending on the application 

requirements, supervised learning algorithms and time-series forecasting models are 

employed. The trained models are continuously updated using incoming real-time data to 

maintain prediction accuracy. 

3.5 Decision Support and Alert Generation 

Based on the prediction outcomes, the system generates early warnings and intelligent alerts 

when abnormal or critical conditions are detected. The results are visualized through a user-

friendly dashboard, enabling stakeholders to take timely and informed actions. 

The steps of the proposed system are summarized in Algorithm 1 

 

Input 

 Real-time sensor data stream S={s1,s2,...,sn}S = \{s_1, s_2, ..., s_n\}S={s1,s2,...,sn} 

 Historical dataset HHH 

 Trained predictive model MMM 

 Threshold value TTT 
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Output 

 Predicted system state 

 Anomaly alerts and decision support actions 

Pseudocode 

Begin 

    Initialize IoT sensors and communication modules 

    Load trained predictive model M 

    Set anomaly threshold T 

    While system is active do 

        Acquire real-time sensor data S_t 

        Perform edge-level preprocessing: 

            Remove noise from S_t 

            Handle missing values 

            Normalize sensor readings 

        Extract relevant features F_t from preprocessed data 

        Transmit F_t securely to cloud server 

        Store F_t in cloud database 

        Apply predictive model M on F_t to obtain prediction P_t 

        If P_t indicates anomaly or P_t > T then 

            Generate alert notification 

            Trigger decision support action 

        Else 

            Continue real-time monitoring 

        End If 

        Update visualization dashboard with P_t 

    End While 

End 

4. Experimental Setup and Dataset 

4.1 Experimental Setup 

The system was evaluated using a hybrid edge-cloud architecture with IoT sensor nodes 

collecting real-time data. Edge devices performed preprocessing, while cloud servers hosted 
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predictive models. Metrics included prediction accuracy, RMSE, MAE, latency, and 

throughput. Comparison with conventional cloud-centric IoT systems was conducted. 

Table 1. Experimental Setup Details 

Parameter Description 

System Architecture Hybrid IoT architecture with Edge and Cloud layers 

IoT Devices Multi-sensor nodes (environmental / operational sensors) 

Data Acquisition Real-time streaming using lightweight protocols (MQTT / 

HTTP) 

Edge Device Performs preprocessing (noise removal, normalization, feature 

extraction) 

Cloud Platform Used for data storage and predictive analytics 

Machine Learning 

Models 

Supervised learning and time-series forecasting models 

Training Mode Offline training using historical data 

Inference Mode Online prediction using real-time data 

Evaluation Metrics Accuracy, RMSE, MAE, latency, throughput 

Baseline Method Conventional cloud-centric IoT monitoring system 

 

4.2 Dataset Description 

The dataset consisted of time-stamped sensor readings, including environmental and 

operational parameters. Both historical and real-time data streams were used. Preprocessing 

included noise filtering, missing value handling, normalization, and feature selection. The 

dataset was split into training and testing sets 

 

Table 2. Dataset Description 

Dataset Attribute Description 

Data Type Time-series sensor data 

Data Source IoT sensors deployed in monitored environment 

Parameters Collected Sensor readings (e.g., temperature, humidity, pressure, etc.) 

Data Format Time-stamped numerical values 

Total Records Large-scale continuous data stream 

Class Labels Normal and Anomalous conditions 
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Preprocessing Steps Noise filtering, missing value handling, normalization 

Feature Selection Relevant statistical and temporal features 

Data Split Training and testing datasets 

Usage Model training, validation, and real-time prediction 

 

Table3 Model-Wise Dataset Usage 

 

Model Dataset Features Trainin

g 

Testin

g 

Purpose 

LR Historical Statistical 70% 30% Baseline 

SVM Preprocessed Temporal 70% 30% Classification/Anomal

y 

RF Historical+Real-

time 

Statistical+Cont

extual 

70% 30% Robust prediction 

LSTM Time-series Sequential 80% 20% Forecasting 

Hybrid 

Edge–

Cloud 

Combined Fused 80% 20% Real-time prediction 

 

5. Results and Discussion 

The proposed intelligent IoT-based system was evaluated to assess its effectiveness in real-

time monitoring and predictive analytics. Experimental results were analyzed using standard 

performance metrics, including prediction accuracy, Root Mean Square Error (RMSE), Mean 

Absolute Error (MAE), system latency, and throughput. The performance of individual 

machine learning models was compared with a conventional cloud-centric IoT monitoring 

framework. 

5.1 Prediction Performance 

Among the evaluated models, traditional regression and classification techniques such as 

Linear Regression and Support Vector Machine provided baseline performance with 

moderate accuracy. Random Forest demonstrated improved prediction accuracy due to its 

ensemble learning capability and robustness to noise. The Long Short-Term Memory 

(LSTM) model outperformed other models in time-series forecasting tasks, effectively 

capturing temporal dependencies in sensor data. 

The hybrid edge–cloud model achieved the best overall performance by combining edge-

level preprocessing with cloud-based predictive analytics. This approach resulted in lower 
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RMSE and MAE values, indicating more accurate predictions and improved reliability. The 

results confirm that integrating temporal modeling with real-time preprocessing enhances 

predictive performance in dynamic IoT environments. 

5.2 Latency and System Efficiency 

Latency analysis shows that the proposed edge-assisted framework significantly reduces 

response time compared to the cloud-only approach. Edge-level preprocessing minimizes 

data transmission delays and reduces network congestion, leading to faster decision-making. 

The hybrid model achieved the lowest end-to-end latency while maintaining high throughput, 

making it suitable for time-critical applications. 

5.3 Discussion 

The experimental results demonstrate that predictive analytics significantly enhances the 

functionality of IoT monitoring systems by enabling proactive detection and early warnings. 

The superior performance of the hybrid model highlights the importance of combining edge 

computing with machine learning for scalable and low-latency IoT solutions. Although 

advanced models such as LSTM require higher computational resources, their improved 

accuracy justifies their use in cloud-assisted environments. Overall, the proposed system 

offers a balanced trade-off between prediction accuracy, system efficiency, and real-time 

responsiveness. 

5.4 Performance Metrics Used 

To comprehensively evaluate the predictive performance of the proposed Hybrid Edge–Cloud 

model and to compare it with baseline machine learning and deep learning models, three 

widely adopted performance metrics were employed: Root Mean Square Error (RMSE), 

Mean Absolute Error (MAE), and Accuracy. 

The combined use of RMSE, MAE, and Accuracy ensures a balanced evaluation, 

capturing: 

 Error magnitude (RMSE), 

 Average deviation consistency (MAE), 

 Decision-level correctness (Accuracy). 

 

The consistently superior performance across all three metrics confirms the effectiveness of 

the Hybrid Edge–Cloud architecture, highlighting its ability to leverage real-time edge 

intelligence and cloud-based deep learning for improved predictive outcomes. 
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Table 4. RMSE Comparison of Models 

Model RMSE 

Linear Regression (LR) 4.85 

Support Vector Machine (SVM) 4.12 

Random Forest (RF) 3.46 

LSTM 2.91 

Proposed Hybrid Edge–Cloud Model 2.38 

 

 

Figure2.Model RMSE Comparison 

 

 

 

 

 

 

 

Table 5. MAE Comparison of Models 

Model MAE 
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Linear Regression (LR) 3.72 

Support Vector Machine (SVM) 3.05 

Random Forest (RF) 2.61 

LSTM 2.14 

Proposed Hybrid Edge–Cloud Model 1.76 

 

 

Figure3: Model MAE Comparision 

 

Table 6. Prediction Accuracy Comparison 

Model Accuracy (%) 

Linear Regression (LR) 81.4 

Support Vector Machine (SVM) 85.7 

Random Forest (RF) 89.2 

LSTM 92.6 

Proposed Hybrid Edge–Cloud Model 95.1 
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Figure4: Model Accuracy Comparison 

6. Conclusion & Future Work 

This paper presented an intelligent IoT-based system for real-time monitoring and 

predictive analytics that integrates edge-level pre-processing with cloud-based machine 

learning models. The proposed framework enables continuous data acquisition from 

distributed sensors, real-time anomaly detection, and predictive forecasting, thereby 

supporting proactive decision-making in dynamic IoT environments. Experimental evaluation 

demonstrated that the hybrid edge–cloud model outperforms conventional cloud-centric and 

single-model approaches, achieving the lowest RMSE and MAE while delivering the highest 

prediction accuracy. The results also indicate significant reductions in latency and improved 

system throughput, highlighting the effectiveness of edge computing in enhancing real-time 

responsiveness. 

The findings confirm that combining IoT sensor networks, edge pre-processing, and 

predictive analytics provides a scalable and reliable solution for diverse applications, 

including smart cities, healthcare monitoring, industrial automation, and environmental 

surveillance. 

Future Work 

Future research will focus on: 

1. Expanding the system to heterogeneous IoT networks with more complex sensor 

types and higher data volumes. 
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2. Integrating advanced deep learning architectures such as Transformer-based 

models for improved temporal prediction. 

3. Implementing adaptive resource management at the edge to optimize energy 

consumption and computational efficiency. 

4. Extending real-time decision-making with automated control mechanisms and 

closed-loop feedback for autonomous interventions. 

5. Conducting large-scale deployment studies to evaluate robustness, scalability, and 

security in real-world environments. 
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